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Abstract Previous type systemsfor mobility calculi (the original Mobile Ambients, its
variantsanddescendants.g.,Boxed Ambientsand SafeAmbients,and other
relatedsystemspffer little supportfor genericmobile agents Previoussystems
eitherdo not handlecommunicatiorat all or globally assignx ed communica-
tion typesto ambientnameshatdo not changeasan ambientmovesaroundor
interactswith otherambients. This makesit hardto type examplessuchasa
messengeambientthat usescommunicatiorprimitivesto collecta messagef
non-predeterminetypeanddeliver it to a non-predeterminedestination.

In contrastwe presenburnew typesystemPolyA. Insteadbf assigningcom-
municationtypesto ambientnamesPolyA assignatypeto eachprocess that
givesupperboundson (1) the possibleambientestingshape®f ary proces$°
towhichP canevolve, (2) thevaluesthatmaybecommunicate@teachocation,
and(3) thecapabilitieghatcanbeusedateachocation.BecauséolyA cantype
genericmobile agentswe believe PolyA is the rst type systemfor a mobility
calculusthat providestype polymorphismcomparablén power to polymorphic
type systemdor thel -calculus. PolyA is easily extendedto ambientcalculus
variants.A restrictionof PolyA hasprincipaltypings.

1 Intr oduction

Whereaghe p-calculus[16] is probablythe mostwidely known calculusfor com-
municatingprocessesthe ambientcalculus[7] hasrecentlybecomeimportant, be-
causeit addsreasoningaboutlocationsand mobility. In the ambientcalculus,pro-
cessearelocatedin ambientslocationswhich canbe nestedforming atree. Ambi-
entscanmove, makingthetreedynamic.Furthermorepnly processethatare“close”
to eachothercanexchangevalues.

1.1 The problemwith ambient calculustype systems
Considetrthis process:
m[in s:0| opent :(p;Vv):p:hvi:0] | s[tf inmhinr;di:0] | r[ openm(v):outv:0]]

The exampleambientnamedmis perhapghe simplestkind of genericmobileagent,
namelyamessengr. Thatis, m rst goessomavherelooking for messageto deliver,
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then mcollectsa destinationand a payload,andthen mgoesto that destinationand
deliversthatpayload.

Nearlyall type systemdor ambientcalculifollow the exampleof the seminalsys-
tem of Cardelliand Gordon[8] andassignto eachambientnamea a descriptionof
the communicationthat can happenwithin ambientsnameda. Unfortunately type
systemsbasedon this principle arein e xible aboutgenericfunctionality Consider
theexampleprocessxtendedo have two possiblesxecutionpaths,n thatmcanenter
eitherof two senders:

m[in s:0| opent :(p;Vv):p:hvi:0]
| S[tf inmhinr;di:0] | r[ openm(v):outv:0]] (v mustbeanameg
| s[tf inmhing;outdi:0] | g openm(v):v:0]] (v mustbea capability)

Here,themessengemmustbeableto deliver two differenttypesof payloadsbothan
ambientnameandacapability Noneof the previoustype systemdor ambientcalculi
allow this. In generalthe previoustype systemsdo not supportthe possibility thata
mobileagentmaycarrynon-predeterminetypesof datafrom locationto locationand
deliver this datausingcommunicatiorprimitives.

In previoustypesystemgor ambientcalculi,genericmobileagentsanbeencoded
by usingextraambientwrapperspnefor eachtype of datato be delivered.However,
thisencodings awkwardandalsolosesthe ability to predictwhetherthecorrecttype
of datais beingdeliveredto eachlocation,avoiding stuckstates.

In solving this problem, a key obsenration is that the possiblecommunication
within mdepend®nwhich of thes's theambientmis foundinside.

1.2 Our solution —overview

To overcomeheweaknessesf previoustypesystemdor genericfunctionality we
presentinew typesystempPolyA. Typesindicatethepossiblepositionsof capabilities,
inputs,andoutputs,andalsorepresentipperboundson the possibleambientnesting
treeinto which a processanevolve. Thusthey look muchlike processesasis also
thecaseg.qg.,for thetypesof [10].

Our type systems basicconceptis the shapepredicate The actualde nition is
somevhatinvolved,partly dueto theneedof handlingcommunicationsolet usintro-
ducethe conceptgentlywith atoy systemwherethe only capabilityis “in”:

Toy shapepredicatess ::= O_(sl s)_a[s] “ina

A shapepredicates meaninds a setof terms,given by this matchingrelation:

“P:s “P:s "Q:s
“a[P] :(00d afs] | oog) Pl Q:s
Tina0: (¢ inal ¢ "0:s

With theseruleswe canderive thejudgement Py : sg, where

Po
So

a[inb:0] inc:0] | b[d[ ina:0]] | c[e[ ina:0]]
alinb|inc] | b[d[ ina]] | c[e[ inal]]

But we canalsoderive, say
“alinb:0] | a[inc:0] :so

— thematchingrulesdo notcarethattheb andc onthetoplevel aremissing,northat

thea[inb| inc] partof theshapepredicatds usedtwice.
PolyAtypesareshapepredicatesuchthatthesetof termsmatchingatypeis closed

underreduction.The shapepredicates o above is notatype,because

Po! Pr=Db[a] inc:0] | d[ina:0]] | c[ ¢oq



yet6 P; :sg. OnetypethatPy doeshave is

si1=alinb|inc] | b[a][ inb] inc| d[ina]] | d[ina]]
| c[a] inb| inc| e[ina]] | e[ina]]

The a[ ¢t predicateinside b still allows thein b. This mustbe so becauseshape
predicateslo not careaboutthe numberof identicalitems(unlike whatis the casein
[21]), sooneof thetermsmatcheddy s1 is a[in b:0| in b:0] | b[0] , which reduces
tob[a[ inb]] .

A more subtlepoint abouts is thatit disallowshaving an e insidean a inside
ab, oradinsideana insideac. This examplethereforeillustratesthe mostbasic
kind of polymorphismpossible:The sameinitial a ambientcanevolve differentlyin
differentpossiblefutures,andthe type systemcan prove that thosedifferentfutures
donotinterferewith eachother

Thisis theway polymorphisnmworksin PolyA: An ambientcanstartoutwith avery
smalltypesuchasa[inb| inc] , andthenwhenit chooseto move into b ratherthan
¢, it maychangéits typeto asupertypea[inb| inc| ¢ . Seenfrom the viewpoint
of themoving ambient jts typehasevolved— thoughof coursethenew typehasbeen
presenfrom the beginningsomevherein the overall type of the entirecomputation.

PolyA lets ary supertypq(i.e., a type thatis matchedby a larger setof terms)be
usedasa polymorphicvariantif it appearsn theright placeof theoveralltyping. The
overall typing containsall of the polymorphicvariantsthat will ever be neededor
eachambientin the particularcontext it is beingtypedin.

Somereadersnightthink thatthis doesnotlook lik e type polymorphism pecause
the varioustypesfor a arenot substitutioninstanceof a parameterisedype. How-
ever, how onetechnicallyexpresseshe relation betweenthe type for somegeneric
codeandthetypesfor its concreteusess not essentiato the conceptof genericityor
polymorphismWhatis importantis thatthetypesystenmsupportgeasoningboutdis-
tinct usesof the samegenericcode. We achieze what CardelliandWegner[9] called
“the purestform of polymorphism:the sameobjector functioncanbe useduniformly
in differenttype context without changesgcoercionsor ary kind of run-timetestsor
specialencodingf representations”.

PolyA canoptionally track the sequencingf actions,a possibility pioneeredby
Amtoft etal.[1, 2]. Forexample,a[inb:inc:0] | b[c[0]] | c[ opena:0] hasaPolyA
typeproving thata will neverbbeopened.

PolyA canassignthe type shavn in Figure 1 to the examplecontainingthe generic
messengeandtwo clients. This type provesthatthe exampleprocesshasonly well
de ned behaiour, somethingvhich no previoustype systemfor ambientscando.

The type may still appearcomplex comparedo the termit types. This is partly
becauseve constructedt with thehelpof atypeinferencealgorithm[15] whichstrives
to createa very precise(andthusinformation-rich)type. It is possibleto construct
visually smallerbut lessprecisetypesthatalsoprove well de ned behaiour for the
messengesxample.

1.3 Other relatedwork

Although not type-basedseveral papershave explored letting the analysisof an
ambientsubprocessliependon its possiblecontets — a taskwhich requiresan es-
timate of the possibleshapesof the ambienttree structure. None of thesehandle
communicationhowever, so nonecanprove the safetyof our examplepolymorphic
messengeWith shapegrammarg18], a setof grammarss returnedsuchthatat arny
step,the currentprocesanbe describedy oneof thesegrammars.The analysisis
very precise but potentiallyalsovery expensve. In Kleeneanalysig[17], a 3-valued
logic is usedto estimatethe possibleshapes. The framework allows for trade-ofs
W.I.t. precisionversuscosts. The abstracinterpretatiorsystemof [12] keepstrack of



letrecXm8- ins:0| opent :(p;v):p:h{v} i:0
in m[Xm3
| s[letrecXm?& (Xm| (Xt3)| hd}i:0| (p;v):p:h{v}i:0
| inr:h{d} i:0] mXmy| r[Xrl] | t[Xt3 ]
Xrl= (XmY]| (v):outv:0| outd:0| openm(v):outv:0
Xt3= hinr>;{d} i:0| inmh<inr>;{d} i:0
inm[Xmy| r[Xrl] | t[ inmh<inr>;{d}i:0] end]
| s[letrecXm3= (Xm| (Xtl)| h<outd>i:0| (p;Vv):p:R{v} i:0
| ing:heout d>i:0] m[Xm3] q[Xqgl] | t[Xt1]
Xgl= (Xm3P| (v):v:0| outd:0| openm(v):v:0
Xtl= h<in g>;<out d>i:0| in mh<in g>; <out d>i :0
inm[Xm3B| q[Xqgl] | t[ in mh<in g>; <out d>i:0] end]
end

X0 ROOT Xt2

inm 1] (1 ] ] ] inm

Xm8

in's opent send(<in'r>, {d})

U ing  recvip,v) recv(p,v) 11— § recvlp,wy inr
X [

inm  send(<in q> <out d>)  send(<out d>) p p send(Kinr>, {d}) inm p send (d})

out d openm recv(v) send(<in q> <out d>) send({v}) send({v}) send(<in r>, {d}) eend({v)) open m out d recv(v)

send(<in g, <out d>)

recv(v) v recv(v) out v

Figurel. Atypefor for thepolymorphicmessengr example shownin the“shapeexpression
syntaxfromFigure 3, aswell asa shapegraphasde nedin Sectior3.1. For readability notall

edgesare shown. Instead,specialedgsof theform X 2 Y signifythat for each edeY B Z
there mustalsobeanedge X B Z. Thesezeo edgeswork transitively;thusoneof theimplied
edgesin the gureis qumﬁ_ Xopen2

Thegraphhasbeenproducedroma madine-geneatedsource plussomemanuallayouthints,
usingthe V CG graphlayouttool [20].



thecontet “one level up”. Thisis sufcient to achiese a quite preciseanalysisyetis
“only” polynomial(n’).

Polymorphictype systemsalreadyexist for the p-calculus[22, 19], but do notgen-
eraliseeasilyto the spatialnatureof our messengesxample.

1.4 Summary of contributions (conclusion)

m  We presenfPolyA, the rst type systemfor theambientcalculusthatis e xible
enoughto typegenericmobileagents.

= We explain how PolyA typescanbe usednot just to checkbasictype safety
but alsoto give preciseanswergo variousquestionsboutprocessehaiour of
interestfor otherreasonse.g.,security

m  We prove subjectreduction(Thm. 21(1)) andthe decidabilityof type checking
(Prop.6) for PolyA.

= We prove principaltypings(Thm. 27) for a usefulrestrictionof PolyA.

= We illustrate how to extend PolyA to supportthe cross-ambientommunica-
tion of Boxed Ambients[4], the co-capabilitienf SafeAmbients[13], andthe
procesgnotambient)mobility capabilityof M3 [11].

The proofsof mostpropositionsandtheoremshave beenomittedherefor spacerea-
sons.They canbefoundin anextendedonline versionof this paper3].

In otherwork [15] we have developeda type inferencealgorithmfor a usefulre-
strictionof PolyA. Spacdimitations preventincludinga furtherdescriptiorhere.

Acknowledgements The designof PolyA bene ted from helpful discussionswith
Mario Coppo,MariangiolaDezani,andElio Giovannetti.

2 The ambient calculus

For spaceaeasonsywe presenthesystenfor acalculuswithoutnamerestriction.In
[3] we presenta straightforvard way to handlenamerestriction. In laterwork it may
bepossibleo combinePolyAwith moreadvancedreatment®f namerestriction,such
asthe“abstracthames’of Lhoussain@ndSassonél4].

Fig. 2 de nesthe syntaxandsemantic®f our basecalculus.Wheneer it hasbeen
de nedthatsome(meta)ariableletter, say” x”, rangesover agivensetof objects the
notation[x] shallmeanthatsetof objects.

The syntacticcategory of pre xesis notin traditionalambientcalculusformula-
tions. Ourcalculustreatsambienthoundariegscapabilities;amba” is thecapability
thatcreatesanambientnameda whenexecuted.In our formulation,an ambientwith
contentsP is written “amba:P”. The traditionalnotation“a[ P] ” is syntacticsucar
for amba:P; we usethis wheneer corvenient. The capabilityamba canin principle
bepassedn amessageWe allow this morebecausét is syntacticallycorvenientthan
becauseave expectprocesse$o actuallydoit. Our mainresultsdo not fully support
programghatusethis possibility.

The specialcapability“2” is not supposedo be foundin theinitial term. It signi-
es asubstitutionresultthat would otherwisebe syntacticallyinvalid. For example,
the term hin ci | (b):in a:openb:0 reducesto in a:2:0 insteadof the (hypothetical)
“ina:open(in ¢):0". Traditionalambientcalculusaccountsisuallyleave suchacom-
municationresult unde ned, implicitly understandinghat the systemwould crash
eitherat the communicatiortime or whentheill-formed capabilityexecutesafterthe
in a capabilityhas red. PolyA supportsbothviews, accordingto how oneinterprets
2, In eithercasejt is technicallycorvenientto reify thefailureasa specialterm.

The symbol2 doesnot have ary reductionrulesassociatedvith it. As farasour
theoryis concernedt just sitsthere. Likewise, thereareno reductionrulesfor place-
holdercapabilitiesof theform “a”. In applicationspnemay or maynotwantto treat
it asanerrorif suchacapabilityshavs up in a placewhereit wantsto be executed A
PolyA type conseratively approximatesvhetheroneof thesecapabilitiesmayoccur
but the type systemusermustdecidewhatto doif this happens.



Syntax:

Names: ab = ajbjcj ¢e¢
Opcodes: O := injoutjopenjamb
Capabilities: C ::= ajOaj?2
Messages: M;N = CjM:Nje

Pre xes: p = Mjhvij ()

Processe,Q;R = pPj!IPj(P| Q)jO
Seemaintext for furthersyntacticrestrictiong(scoping).

Processequivalence:

PIQ" Q| P PI(QIR" (PIQIR U P P|!P
10”0 (M:N):P" M:(N:P) eP” P P P
P"Q P"Q P"Q Q" P PPQ Q'R

p:P" p:Q PIR" Q| R IP” 1Q P Q PR

Substitution:

A term substitution S is a (total) function from namesto messagesuchthat

Mg], understandingmplicitly thatS(a) = awhenais notoneof thea;'s. Shorter
notationsare[a 7! Mi]1. i. k or[a 7! Mglaza-

For messages: S(M:N) = (SM):(SN) Se=e
Sa= (a) S2=2
S(0a) = : 0S(a) if S(a)isaname
2 otherwise

For otherpre xes: ShMy;:::;Mgi = nhSMl;:::;SMki
(ag;::;a) if S(g) = a foralli
2

S(aai a0 = otherwise
For terms: S(p:P) = (Sp):(SP) S('P)=1(SP)
S(P| Q= (SP)| (SQ) S0=0

Reductionrules:

a[inb:P| Q| B[R] ! b[a[P| Q] | R]

b[a[outb:P| Q] | Rl | a[P| Q] | b[R] a[P] | opena:Q}! P|Q
PMq; 0 MpiiP| (ag;:::an0):Q ) Pl [a 7! Mil1 i nQ
P! Q P! Q P P P Q@ Q¥ Q
alP] | a[Q PRI Q|R Pl Q

Figure2. Syntaxandsemantic®f theambientcalculus

Convention 1 AtermP iswell formediff its freenamesaredistinctfromthenames
boundbyany“ (a)” within thetermandit doesnot containanynestedindingsof the
samename We consideronly well formedterms.

Corv. 1 doesnot limit expressveness.Any program(term)in a more corventional
ambientcalculusformulationthat allows a-corversionhasa well formed a-variant
which canbeusedin ourtype system.

The corventionensureghat our reductionruleswill never performa substitution
wherethereis a risk of namecaptureby (&) bindings. Reductionspresere well-
formednesshecauset is syntacticallyimpossiblefor a substitutionto inject a (a)
within the body of another(a). (Thisis in contrastto thel -calculus,wheresubsti-



tutionsroutinely insert| -abstractionsnto other abstractions).Becauseof this, we
do not needto recognisea-equivalencefor (a):P. Thisis a signi cant technicalsim-
pli cation, becausdor mary purposesve cantreat(a) asary otheraction,without
needingspecialmachineryfor a-equivalenceof theboundnames.

Fig. 2 containsno provisionsfor avoiding namecapturein S(a) — thisis handled
by Corventionl. The? possibilityfor S(a) is never supposedio beused;substitutions
leadingto it will notariseby ourrules.

3 Shapepredicates
Thefollowing pseudo-grammate nesthe (abstractsyntaxof ourtype system:

Messagaypes: [ = {Cy;Cy; 06 C}* (C'sall differentk, 1)
| <C1:.Cp: 00¢:.C> (Gi'sall differentk, 0)
i {a -

Pre x types: p:=C (& R

Shapepredicatess ::= (p1:S1| ¢ pk:Sk) (k, 1)
j 0

Definition 2 (matching of shape predica tes) Theserulesde ne therela-
tions” M:, p:p,and’ P:s:

M6Za] M:0" CPet:Cl0o  fCYunClgp fCosinCug

“M{Cpi G KleeneSta
M 6 VE z/lcf ;wc.:é;iwckzo Sequenced aia Name
“cC Cap @ @ Recv Mﬁwlll o qu::w - MTMUK Send
pE’ szq psP| Zw; Pix W eq ‘\ef)P::Ss Nop
|:):‘SPI Q:SQ:S Par WNUH “!Fl)i’::ss Bang

The side conditionsM 62aj and M:0 ~ Cy:¢6¢:Cy:0 on rules KleeneSta and Se-
guencedamountto specifyingthat thesetwo forms of messageaypesare matched
moduloassociatiity of . andneutralityof “g — with the exceptionthatmessages
thatareraw nameqi.e.,"a” asopposedo “a:€” or“in a") arehandledspecially They
arematchednly by the messageype{ a}.

Our languageof messageypesis ratherrestricted,but it hasbeencarefully con-
structedto allow the proofsto work — in particular for principal typesto exist, we
needto ensurghateachmessagéypehasonly nitely mary subtypes.

Theorem 3 IfP” Qthen P:s, "~ Q:sforalls.

Definition 4 Themeaningof a shapepredicate(messge type pre x type)is the
setof terms(messges,pre xes) that matd it:

W=fMj " M:pg [pl=fpj p:pg [sI=fPj P:sg
Definition 5 De ne thefollowing containmentrelations:

e @0 () MMe @ pe () Delu DT s- s°() [slmIsT

Eachof thethreecontainmentelationsis apreordel(transitve andre exive). Con-
tainmentof shapepredicatess not antisymmetrichowever. For example,the shape
predicateamba:ambb:0 andamba:ambb:0| amba:0 havethesamemeaninghutit
would betechnicallyincorvenient(andnot give ary realbene t) to insiston equating
shapepredicatesvith equalmeanings.



3.1 Recursive shapepredicates

Our stratgy in analysingatermis to look for ashapepredicatedescribingall of its
possiblecomputationafutures. Becausanary termscancreatearbitrarily deepnest-
ingsof ambientge.g.,!a[! ina:0]), the nite treeswe have usedfor shaperedicates
sofararenotupto thetask. We needin nite shapepredicatesWe should,however,
restrictourselhesto in nite shapepredicatesvith nite representations— in other
words,regulartrees.

Thereareseveralregulartreerepresentationthatwe could have used.We believe
it is technicallymostcornvenient(andintuitive) to view regulartreesasgraphs There-
fore, weretroactvely replacethe abstracsyntaxfor shapepredicatesvith:

Nodeidenti ers: X;Y:Z = X1 X2 X3 ¢

Edges: e = XBYy
Shapeagraphs: G 2 Pn(E)
Shapepredicates: s := hXjGi

A shapepredicatds now ashapegraphtogethemith a pointerto a distinguishedoot
node.Theversionof the Pfx rule thatworkswith this notationis
T pip XRY2G ‘P:WjGiP

PP X Gi x

Thm. 3 is still truewith this formulation,becausét wasprovenby inductionon term
equialenceratherthanshape-predicatstructure.

In generalde ning somepropertyfor shapegraphsimplicitly de nesit for shape
predicatesTheshapepredicatenX j Gi hasthepropertyiff G has.

This graph-basedormulationis the basisfor our formal development. However,
even though graphsare an intuitive way of thinking aboutregularly in nite shape
predicatesthey arelesscorvenientfor writing downshapepredicatesat leastin a
human-friendlyform. Figure 3 de nes a more tree-like textual notationfor shape
graphsfor usein examples.

Pr oposition 6 Therelationsof Defn. 2 are effectively(and efciently) decidable
whenshapepredicatesare givenasgraphs.

Definition 7 Two shapegraphsG; and Gy are equivalent written G; % G, iff
[PXjGii] = [[hXjGoi] for all X.

3.2 Effective characterisation of containment

Definition 8 LetRbearelationbetweershapepredicatesRis ashapesimulatioon
iff XjGi RRXY5GY andX R Y 2 Gimplythatthereis p°, p andY%sud thatX® &

Y02 GPandhvjGi Rhv9GA.

Theorem 9 Shapecontainment is thelargestshapesimulation;it is the union of
all shapesimulations.

Thus,to provethats - sCit is sufcient to nd ashapesimulationR suchthats Rs®
This strategyy leadsdirectly to:

Pr oposition 10 TherelationhXjGi - hX%GY can be decidedefectively(actu-
ally, in polynomialtime).

It isworth noticingthatshapesimulationdreat(a) justlikeary otherpre x type. Thus
- treatsthe “result” type covariantly (like [24]), whereaghe input positionin PolyA
is alist of namesandthusessentiallyinvariant.

1Thishappengvenfor terminatingtermssuchasb[ in a:0] | a[ openb:0] , becausshapepredicatesannot
distinguishthemfrom !b[! in a:0] | !a[ openb:0]. Thus,nearlyevery nontriial useof open will need
recursves's. As alreadyobseredby Cardellietal. [6], open oftencomplicatesnalysissigni cantly.



This s the syntaxof shapeexpressions

ShapeexpressionsV ::
Shapesummands:U ::

0j(UTU)jpj(pal ¢4 pn):Vj(X)

As additionalsyntacticsugar, letrec ®¢in U standsfor letrec ¢¢¢; X = U in X
whereX is fresh.p:V standdor (p):V, anda[ V] standgor (amba):V.

To convert a shapeexpressiorto a graph-shapedhapepredicate,rst replace
eachU of theform (X) with theright-handsideof theinnermosin-scopeletrec
binding for X. It is an errorif no suchbinding exist, of if the unfolding does
notterminate.(V's of theform X arenot touchedat this stage).Thena-rename
the entireshapexpressiorsuchthatno X is boundby two differentletrecs, and
applythefunction(§” de ned by:

m V“isashapepredicate:

U® = hXjUyi whereX is fresh
X% = hXj?i

» Uy isashapegraph:

0% =2
(U1 U2)% = (Uox[ (U2)x
py = X2 Xg

((pal 00g pr) V)% = FX B X% 1. i- ng[ G
wherehX% Gi = Vv*©

Notethatthe parentheseim U ::= (X) areimportant;they distinguishbetweert'p:X”, which saysto
insertan edgegoingto nodeX itself, and“p:(X)”, which saysto insertanedgeto a freshnodethat
happendo behae like X. This canmale a differencefor whetherthe shapegraphsatis escertain
criteriathatwe'll de ne later

Figure3. Shapeaxpressionsa tree-like notationfor recuisiveshapepredicates

3.3 Typesubstitutions

Definition 11 A typesubstitutionT is a functionfrom namesto messae types
sud that T (a) 6 {a} for only nitely manya's. Like term substitutionstypesubsti-

A typesubstitutionrcanbeappliedto capabilitiesmessagéypes,shapegraphsand
shapepredicatesasfollows:

Type substitution for capabilities: T C is amessageéype, not a capability
n .
Ta=T(a) T(0a) = <Ob> |fT(a)_:{b} T2 = <>
<> otherwise
Substitution for messageypes: T pis amessagéypegivenby:
TocomputeT {Cy;:::;C Y ,letyy = TG for1l- i- k. If g = <>for alli, thenthe

capabilitiesthatoccurin ary of the's, with duplicatesemoved (andin some
canonicabrder).

Tocompute T <C;: 00¢:C>, let; = TCifor1- i- k. If ary py hastheform { ¢og}* |
orif ary C appearsn morethanoney;, thentheresultis the sameastheresult

thecapabilitylists (in the orderof thei's) andreturn<the concatenatetist>.
Finally, T {a} issimply T (a).



Substitution for shapegraphs: T Gisashapegraph.To construcil G, rst construct
an intermediategraph G which can containspecialnull edgeswritten X 1€ Y. Gg
containscontritutionsfrom eachedgeY; 2 Y, 2 G:

1 Whenp = aandT (a) = {Cy;:::;C}* , choosea freshnodeZ, andaddto G
thefollowing edges:
Vit z% 7% wed zey,

2 Whenp = aandT (a) = <C;:%¢.C>, choosefreshnodesZy throughzy, and
addto Ge theedges

Vil 2o 21 @ ezl Y

3 Whenp = aandT (a) = {b}, addto G¢ theedgeY; 2 Y,.
4 Whenp = Oa, T (Oa) will alwayshave the form <C%. Add to G the edge
RCAS
5 Whenp = (ay;:::;a), checkthat T a; = {&} for all i, andthenaddthe edge
Y; B Y, to Ge. OtherwiseaddY; £ Y.
6 Whenp = hug;:::; i, addto Ge theedgeY; AT T i Yo.
Now setTG=f X B Y] (X!® X 1! &® Xo 2 Y) 2 Ggk, Og.
Substitution for shapepredicates:T s is ashapepredicategivenby:
ThXjGi = XjTGi

Definition 12 Extendmatding of messge typespointwiseto type substitutions:
*S:Tiff T Sa): T (a) forall a.

Theorem 13 Givenanys andT ,letP=fSPj  P:s” "~ S:Tg. ThenPu [[Ts].

4 Shapepredicatesastypes

4.1 Closedshapepredicates

Definition 14 Theshapepredicates is semanticallyclosedff its meanings closed
underreductionj.e.,if * P:sandP! Qimply" Q:s.

This de nition is intuitively appealingbut it is notimmediatelyclearhow to decide
it. However, we have local rulesthatimply semanticclosure:

Definition 15 TheshapegraphG is locally closedat X iff
1 f(X0 2™ X);(X 2 Y); (X0 2™ Z)gu G
) 9X0:zamba %0 G A KXjGi - KXYGi ~ hYjGi - hXYGi,
2 f(Xo 2m22 X); (X AM ) (Y M Z)gp G
) 9Y%: X @mBP yO02 G A HYjGi - WYY Gi A HZjGi - WG,
3 (X0 222 X); (X0 22 Y)gu G
) hXjGi- hXjGi » hYjGi - hXgjGi, and
4 f(Xo hll;iii;l!;_i Y);(Xo (ag;:; .) Z)g“ G
) NWjGi - hXojGi "~ [a 7! ple i ZjGi - WXojGi.

Theserulescanalsobeexpressedn diagramform:




Definition 16 Lets = hXjGi bea shapepredicate Theactive nodesin s, written
active(s), is theleastsetof nodenamessud that

active(s) = fXg[ fZj9Y 2 active(s) : 9a:Y 22 72 Gg:

Definition 17 TheshapepredicatehX | Gi is syntacticallyclosediff G is locally
closedat every X 2 activghXjGi).

Definition 18 TheshapegraphG is trim iff
XRPY2GAX® Z2GAp. p°r WjGi - WZjGi =) Y=2Z

Thusa trim graphis one whereno edgescan be taken away without changingits
meaning.Trimnesss notasigni cant restriction:

Lemma 19 Everyshapegraph G hasa trim equivalentsubgaph: For any G there
existsa trim G°u G sud thatG ¥4 G°

Definition 20 TheshapegraphG is discreteiff both of thesehold:
1 For each capabilityC thatis notamba for somea, whene&er G containsa chain
Xo £ X1 £ ®tE X, of edgesall decomtedwith C andanytwo of the X;'s are
identical,thenXy = X; = ¢¢¢= X,.

of theCi'sis amba.

Theorem 21 Lets beashapepredicate
1 If s is syntacticallyclosed thenit is semanticallyclosed.

2 If s istrim anddiscretg thenthereverseimplicationalsoholds: s is syntacti-
cally closedif andonlyif it is semanticallyclosed.

The conditionsin Thm. 21(2) are necessatyA shapepredicatethatis semantically
closedbut neitherdiscretenor syntacticallyclosedis

letrecX = ((a):a:a:c:0| h{b}*i:0| b:b:X| ¢:0) in X:
Onethatis semanticallyclosedbut neithertrim nor syntacticallyclosedis
alinb:0] | bla[ inb:0]] | b[O] :
4.2 Types

Definition 22 Atypet is a syntacticallyclosedshapepredicate Givena typet,
thetermP hastypet iff* P:t.

This notion of typeshasthe basicpropertiesexpectedof ary type system:It enjoys
subjectreduction(Thm. 21(1)),it canbeeffectively decidedwvhethera giventermhas
agiventype(Prop.6), andtypescanbedistinguishedrom non-typequsingProp.10).
Givenanalgorithmto computeprecisetypes(suchasthe onewe presenin [15]),
onecanapproximatesariouspropertieof aterm's computationabehaiour:
= |f P hasthetypes = hXjGi andG containsnoedgeY & Z with Y 2 active(s),
thenexecutingP will never executeamalformedsubstitutiorresultsuchas[a 7!
M:N](in a).
= |f P hasthetypehXjGi andG containsno edgeY £ Z, thenexecutingP will
never createa malformedsubstitutiorresult.
= Any security policy canbe checledif it canbe statedasa conditionon con g-
urationsthat mustnot arise. For example,the policy “no ambienta mustever
directly containan ambientnamedb” is satis ed by P if it hasa type hXj Gi
suchthatG doesnot containasequencé; 2mba X, ambb .



Pr oposition 23 EverytermP hasatype(althoughthetypemaycontainz andthus
not provethattheterm“cannot gowrong”).

Our notion of typesis very expressie — it allowsavery ne-grainedapproxima-
tion to importantquestions However, it is not knowvn whetherprincipaltypesalways
exist; we have neitherproved nor disprosedthis. Thus,we now de ne a syntactically
restrictedtype systemfor which we do prove thatprincipaltypesexist.

4.3 Modesttypes; existenceof principal types

Definition 24 De ne the relation = .y on pre x typesas the least equivalence
relationthat contains: .

Definition 25 De ne thestrati cation functionS by
S((8) = S(Ri) = 3 S(amba) = 2 S(C) = 1whenC 6 amba

Definition 26 Theshapegraph G is modestiff for ead p, one of the following
conditionshold:

1 Finite depth. Thee is a numbern, sud that wheneer G containsa chain
Xo B X, #2 ooeBe X, with every S(pi) - S(p), there are at mostn, different
i'ssucthatp; = .y p.

2 Monomorphicrecursion. Wheneer G containsachainXo 82 X; 82 ¢e¢ e X,
with everyS(pi) - S(p) andpi=(.yp=(. ) Pk, thenX; = X.

Modestyis arathertechnicalconceptjndeedit hasbeendesignedpeci cally to allow
Theoren7below to hold. Herearesomecommentshatmayhelpgettinganintuition
aboutwhatmodestymeans.The basicideais to restrictcyclessothatthey cannotbe
arbitrarily long without mentioningarbitrarily mary differentcapabilities. A graph
withoutary cycleswill alwaysbemodestpecausét satis es nite depthfor all p.

However, asremarledin Sect.3.1,acgyclic shapepredicatearenot enoughto type
all interestingerms.We thereforeallow cycles,aslong asthey satisfy“monomorphic
recursion”. This conditionsaysthatif we needcyclescontainingsomepre x — say
the ambientboundaryamba — thentwo nestedambientsof that namemustmatch
the samenodein the graph. This meanghatal (b):inb:0| a[hei:0| ina:0]] cannot
betypedwith a2-free modesttype, becaus¢he monomorphiaecursionrequirement
forcesthetypeinsidethetwo a ambientgo bethesamenodein thegraph.Therefore
thetype systemwrongly thinksthathei maycommunicatevith (b):in b:0.

The strati cation function S easeghe modestyrequirements.t saysthata cycle
only “countsasacycle” for thepre x typein it atthe higheststratum.Thusthechain
Xp Qutid x,, ambb . outia %, doesnot violate monomorphicrecursionfor out a.
Becausambientboundariesrein their own stratum therecanbelocal X € X edges
within eachambientwithout forcing all nodesin the graphto collapse.

It is alwayspossibleto satisfy nite depthfor stratum-3pre x types,because&one
of the reductionrulesincreasethe nestingdepthof communicationactions. There-
fore,oneneedsnly considershapegraphsconsistingof clustersof capability-marked
edgesljinkedtogethery stratum-3edgesn atree

The e xibility offeredby strati cation is restrictedbecaus@®nemustchooseglob-
ally betweennite depthandmonomorphiaecursionfor eachp, ratherthanin each
isolatedclusterof stratumn-and-laver edges. This restrictionis not intuitive, but is
neededor technicalreasonsn the proof.

While it is easyto constructtermswherenon-modestypesallow a more precise
analysisthey donotseento correspondo naturalprogrammingstyles.We conjecture
thatrestrictionof expressive power entailedby requiringmodestydoesnot seriously
impedePolyA's ability to analysereal-world softwaredesigns.

Allowing only modestand discretetypesyieldsprincipal typings (de nedin [23]):



Theorem 27 For everytermP which hasat leastonemodestiscretetype there is
a modestiscretetypet thatis minimalamongP's modestiscretetypes.

The proof of Theorem27 is non-constructie and doesnot point to an effective
procedurdor nding a principaltype. In [15] we have de ned (andimplementedp
practicaltype inferencealgorithmfor a yet morerestrictedversionof PolyA, but its
principality propertiesarenot yetwell understood.

Requiringdiscretenessf typeslosesProp.23: Thereexisttermshaving nodiscrete
type. However, all terms(without namerestriction)of the original ambientcalculus
have types:

Pr oposition 28 AnytermP thatdoesnot containamba insidehMi hasa modest
discretetype andsoalsoa principal sud.

5 Extendedand modi ed ambient calculi

Our frameawork is strongenoughto handlemary ambientcalculusvariantswith
differentreductionrules. In most cases,PolyA can be extendedto deal with such
variation simply by adjustingDefn. 15 with conditionssystematicallyderived from
the changedr new reductionrules. If thisis donecorrectlyandthe new or changed
rulesarestraightforvardrewriting stepsthenit is simpleto construchew casegor the
proofof Thm.21. Therestof ourtheorywill thencarrythroughunchangedncluding
theexistenceof principaltypes.

We illustratethis principlewith examplesof suchextensions.

BoxedAmbients [4] removestheopencapability;insteadorocessesancommunicate
acrossambientboundariesvith_directionalcommunicatioractions:

Prexes:p = M Mi" Wi? Wi® (a)' (8)°? (@)%

Therearecorrespondingeductionrulessuchas:

tMi#:P| b[ Q| (8)”:R] ! P| b[Q] [ai 7! MiliR]

Our pre x type syntaxis easilyextendedto includethe new actions.The new reduc-
tion rulescanbe usedto derive local closureconditionssuchas:

) HXjGi- WXojGi ~ [a 7! Wl i «ZjGi - HYjGi

SafeAmbients [13] introducesco-capabilities(alsoaddedto BA by [5]), whereboth
interactionpartiesmustpresent capability This canimprove analysisprecisionand
avoid unwantedbehaiours. Thereductionrulesareamendedo requirethis, e.g.:

aopenaP| Q] | opena:R! P| Q| R

It is straightforvard to extend PolyA to systemswith co-capabilities. For example,
condition3 of Defn. 15would bereplacedy:

f(Xo 222 X); (Xo =2 Y); (X 2 Z)gp G
) MXjGi- W%jGi » WjGi- WXojGi » hZjGi - hXjGi.

The M3 calculus[11] introducesa nev methodof interambientcommunication;a
new capabilityto canmove a processnto a neighbourambient:

a[P|tobQ] | B[R] ! a[P] | b[Q| K]
This, too, is easilyexpressedsa closurecondition:

F(Xo 2™ X); (% 2™ Y);(Y PP Z)gu G
) HZjGi - hX|Gi
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