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Abstract Previous type systemsfor mobility calculi (the original Mobile Ambients,its
variantsanddescendants,e.g.,Boxed AmbientsandSafeAmbients,andother
relatedsystems)offer little supportfor genericmobileagents.Previoussystems
eitherdo not handlecommunicationat all or globally assign�x edcommunica-
tion typesto ambientnamesthatdo not changeasanambientmovesaroundor
interactswith otherambients.This makes it hard to type examplessuchasa
messengerambientthatusescommunicationprimitivesto collecta messageof
non-predeterminedtypeanddeliver it to anon-predetermineddestination.

In contrast,wepresentournew typesystemPolyA. Insteadof assigningcom-
municationtypesto ambientnames,PolyA assignsa typeto eachprocessP that
givesupperboundson(1) thepossibleambientnestingshapesof any processP0

to whichP canevolve,(2) thevaluesthatmaybecommunicatedateachlocation,
and(3) thecapabilitiesthatcanbeusedateachlocation.BecausePolyA cantype
genericmobileagents,we believe PolyA is the �rst typesystemfor a mobility
calculusthatprovidestypepolymorphismcomparablein power to polymorphic
type systemsfor the l -calculus. PolyA is easilyextendedto ambientcalculus
variants.A restrictionof PolyA hasprincipaltypings.

1 Intr oduction
Whereasthep-calculus[16] is probablythemostwidely known calculusfor com-

municatingprocesses,the ambientcalculus[7] hasrecentlybecomeimportant,be-
causeit addsreasoningaboutlocationsandmobility. In the ambientcalculus,pro-
cessesarelocatedin ambients, locationswhich canbenested,forming a tree.Ambi-
entscanmove,makingthetreedynamic.Furthermore,only processesthatare“close”
to eachothercanexchangevalues.

1.1 The problemwith ambient calculustype systems
Considerthisprocess:

m[in s:0| opent :(p;v):p:hvi :0] | s[t[ in m:hin r ;di :0] | r[ openm:(v):out v:0]]

Theexampleambientnamedmis perhapsthesimplestkind of genericmobileagent,
namelya messenger. Thatis, m�rst goessomewherelooking for messagesto deliver,
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thenmcollectsa destinationanda payload,andthenmgoesto that destinationand
deliversthatpayload.

Nearlyall typesystemsfor ambientcalculi follow theexampleof theseminalsys-
tem of Cardelli andGordon[8] andassignto eachambientnamea a descriptionof
the communicationthat canhappenwithin ambientsnameda. Unfortunately, type
systemsbasedon this principle are in�e xible aboutgenericfunctionality. Consider
theexampleprocessextendedto havetwopossibleexecutionpaths,in thatmcanenter
eitherof two senders:

m[in s:0| opent :(p;v):p:hvi :0]
| s[t[ in m:hin r ;di :0] | r[ openm:(v):out v:0]] (v mustbea name)
| s[t[ in m:hin q;out di :0] | q[ openm:(v):v:0]] (v mustbea capability)

Here,themessengermmustbeableto deliver two differenttypesof payloads,bothan
ambientnameandacapability. Noneof theprevioustypesystemsfor ambientcalculi
allow this. In general,theprevious typesystemsdo not supportthepossibility thata
mobileagentmaycarrynon-predeterminedtypesof datafrom locationto locationand
deliver thisdatausingcommunicationprimitives.

In previoustypesystemsfor ambientcalculi,genericmobileagentscanbeencoded
by usingextra ambientwrappers,onefor eachtypeof datato bedelivered.However,
thisencodingis awkwardandalsolosestheability to predictwhetherthecorrecttype
of datais beingdeliveredto eachlocation,avoidingstuckstates.

In solving this problem, a key observation is that the possiblecommunication
within mdependsonwhichof thes's theambientmis foundinside.

1.2 Our solution – overview
To overcometheweaknessesof previoustypesystemsfor genericfunctionality, we

presentanew typesystem,PolyA. Typesindicatethepossiblepositionsof capabilities,
inputs,andoutputs,andalsorepresentupperboundson thepossibleambientnesting
treeinto which a processcanevolve. Thusthey look muchlike processes,asis also
thecase,e.g.,for thetypesof [10].

Our type system's basicconceptis the shapepredicate. The actualde�nition is
somewhatinvolved,partlydueto theneedof handlingcommunication,solet usintro-
ducetheconceptgentlywith a toy systemwheretheonly capabilityis “ in”:

Toy shapepredicates:s ::= 0
¯
¯ (s | s)

¯
¯ a[ s]

¯
¯ in a

A shapepredicate's meaningis asetof terms,givenby thismatchingrelation:

` P : s
` a[ P] : (¢¢¢| a[ s] | ¢¢¢)

` P : s ` Q : s
` P| Q : s

` in a:0 : (¢¢¢| in a| ¢¢¢) ` 0 : s

With theseruleswecanderive thejudgement̀ P0 : s0, where

P0 = a[ in b:0| in c:0] | b[d[ in a:0]] | c[e[ in a:0]]

s0 = a[ in b| in c] | b[d[ in a]] | c[e[ in a]]

But wecanalsoderive,say,

` a[ in b:0] | a[ in c:0] : s0

— thematchingrulesdonotcarethattheb andc onthetop level aremissing,nor that
thea[ in b| in c] partof theshapepredicateis usedtwice.

PolyA typesareshapepredicatessuchthatthesetof termsmatchingatypeis closed
underreduction.Theshapepredicates0 above is nota type,because

P0 ,! P1 = b[a[ in c:0] | d[ in a:0]] | c[ ¢¢¢]



yet 6̀ P1 : s0. OnetypethatP0 doeshave is

s1 = a[ in b| in c] | b[a[ in b| in c | d[ in a]] | d[ in a]]
| c[a[ in b| in c | e[ in a]] | e[ in a]]

The a[ ¢¢¢] predicateinsideb still allows the in b. This mustbe so becauseshape
predicatesdo not careaboutthenumberof identicalitems(unlike what is thecasein
[21]), sooneof the termsmatchedby s1 is a[ in b:0 | in b:0] | b[0] , which reduces
to b[a[ in b]] .

A moresubtlepoint abouts1 is that it disallowshaving an e insidean a inside
a b, or a d insidean a insidea c. This examplethereforeillustratesthe mostbasic
kind of polymorphismpossible:Thesameinitial a ambientcanevolve differently in
differentpossiblefutures,andthe type systemcanprove that thosedifferentfutures
donot interferewith eachother.

Thisis thewaypolymorphismworksin PolyA: An ambientcanstartoutwith avery
smalltypesuchasa[ in b| in c] , andthenwhenit choosesto move into b ratherthan
c, it maychangeits typeto a supertype,a[ in b | in c | ¢¢¢] . Seenfrom theviewpoint
of themoving ambient,its typehasevolved— thoughof coursethenew typehasbeen
presentfrom thebeginningsomewherein theoverall typeof theentirecomputation.

PolyA lets any supertype(i.e., a type that is matchedby a larger setof terms)be
usedasapolymorphicvariant if it appearsin theright placeof theoverall typing. The
overall typing containsall of the polymorphicvariantsthat will ever be neededfor
eachambientin theparticularcontext it is beingtypedin.

Somereadersmight think thatthis doesnot look like typepolymorphism,because
thevarioustypesfor a arenot substitutioninstancesof a parameterisedtype. How-
ever, how onetechnicallyexpressesthe relationbetweenthe type for somegeneric
codeandthetypesfor its concreteusesis not essentialto theconceptof genericityor
polymorphism.Whatis importantis thatthetypesystemsupportsreasoningaboutdis-
tinct usesof thesamegenericcode.We achieve whatCardelliandWegner[9] called
“the purestform of polymorphism:thesameobjector functioncanbeuseduniformly
in differenttype context without changes,coercionsor any kind of run-timetestsor
specialencodingsof representations”.

PolyA canoptionally track the sequencingof actions,a possibility pioneeredby
Amtoft etal. [1, 2]. For example,a[ in b:in c:0] | b[c[0]] | c[ opena:0] hasaPolyA
typeproving thata will never beopened.

PolyA canassignthe type shown in Figure1 to the examplecontainingthe generic
messengerandtwo clients. This typeprovesthat theexampleprocesshasonly well
de�ned behaviour, somethingwhichnoprevioustypesystemfor ambientscando.

The type may still appearcomplex comparedto the term it types. This is partly
becauseweconstructedit with thehelpof atypeinferencealgorithm[15] whichstrives
to createa very precise(andthus information-rich)type. It is possibleto construct
visually smallerbut lessprecisetypesthatalsoprove well de�ned behaviour for the
messengerexample.

1.3 Other relatedwork
Although not type-based,several papershave explored letting the analysisof an

ambientsubprocessdependon its possiblecontexts — a taskwhich requiresan es-
timate of the possibleshapesof the ambienttree structure. None of thesehandle
communication,however, so nonecanprove thesafetyof our examplepolymorphic
messenger. With shapegrammars[18], a setof grammarsis returnedsuchthatat any
step,thecurrentprocesscanbedescribedby oneof thesegrammars.Theanalysisis
very precise,but potentiallyalsovery expensive. In Kleeneanalysis[17], a 3-valued
logic is usedto estimatethe possibleshapes.The framework allows for trade-offs
w.r.t. precisionversuscosts.Theabstractinterpretationsystemof [12] keepstrackof



letrecXm8= in s:0| opent :(p;v):p:h{v} i :0
in m[Xm8]
| s[ letrecXm7= (Xm8) | (Xt3) | h{d} i :0 | (p;v):p:h{v} i :0

| in r :h{d} i :0 | m[Xm7] | r[Xr1] | t[Xt3 ]
Xr1= (Xm7) | (v):out v:0| out d:0| openm:(v):out v:0
Xt3= h<in r> ; {d} i :0 | in m:h<in r> ; {d} i :0

in m[Xm7] | r[Xr1] | t[ in m:h<in r> ; {d} i :0] end]
| s[ letrecXm3= (Xm8) | (Xt1) | h<out d>i :0 | (p;v):p:h{v} i :0

| in q:h<out d>i :0 | m[Xm3]| q[Xq1] | t[Xt1]
Xq1= (Xm3) | (v):v:0 | out d:0| openm:(v):v:0
Xt1= h<in q>;<out d>i :0 | in m:h<in q>;<out d>i :0

in m[Xm3] | q[Xq1] | t[ in m:h<in q>;<out d>i :0] end]
end

Figure1. A typefor for thepolymorphicmessenger example, shownin the“shapeexpression
syntaxfromFigure3, aswell asa shapegraphasde�nedin Section3.1.For readability, notall
edgesare shown.Instead,specialedgesof the form X 0! Y signify that for each edgeY p! Z
there mustalsobean edge X p! Z. Thesezero edgeswork transitively;thusoneof theimplied
edgesin the�gur e is Xq1 open t! Xopen2.
Thegraphhasbeenproducedfroma machine-generatedsource, plussomemanuallayouthints,
usingtheVCG graphlayouttool [20].



thecontext “one level up”. This is suf�cient to achieve a quitepreciseanalysis,yet is
“only” polynomial(n7).

Polymorphictypesystemsalreadyexist for thep-calculus[22, 19], but donotgen-
eraliseeasilyto thespatialnatureof ourmessengerexample.

1.4 Summary of contributions (conclusion)
We presentPolyA, the�rst typesystemfor theambientcalculusthat is �e xible
enoughto typegenericmobileagents.
We explain how PolyA typescanbe usednot just to checkbasictype safety
but alsoto givepreciseanswersto variousquestionsaboutprocessbehaviour of
interestfor otherreasons,e.g.,security.
We prove subjectreduction(Thm.21(1))andthedecidabilityof typechecking
(Prop.6) for PolyA.
Weprove principaltypings(Thm.27) for ausefulrestrictionof PolyA.
We illustrate how to extend PolyA to supportthe cross-ambientcommunica-
tion of BoxedAmbients[4], theco-capabilitiesof SafeAmbients[13], andthe
process(notambient)mobility capabilityof M3 [11].

Theproofsof mostpropositionsandtheoremshave beenomittedherefor spacerea-
sons.They canbefoundin anextendedonlineversionof thispaper[3].

In otherwork [15] we have developeda type inferencealgorithmfor a usefulre-
strictionof PolyA. Spacelimitationspreventincludinga furtherdescriptionhere.

Acknowledgements The designof PolyA bene�ted from helpful discussionswith
Mario Coppo,MariangiolaDezani,andElio Giovannetti.

2 The ambient calculus
For spacereasons,wepresentthesystemfor acalculuswithoutnamerestriction.In

[3] we presenta straightforwardway to handlenamerestriction.In laterwork it may
bepossibleto combinePolyAwith moreadvancedtreatmentsof namerestriction,such
asthe“abstractnames”of LhoussaineandSassone[14].

Fig. 2 de�nesthesyntaxandsemanticsof ourbasecalculus.Whenever it hasbeen
de�ned thatsome(meta)variableletter, say“x”, rangesoveragivensetof objects,the
notation x shallmeanthatsetof objects.

The syntacticcategory of pre�xes is not in traditionalambientcalculusformula-
tions.Ourcalculustreatsambientboundariesascapabilities;“amba” is thecapability
thatcreatesanambientnameda whenexecuted.In our formulation,anambientwith
contentsP is written “amba:P”. The traditionalnotation“a[ P] ” is syntacticsugar
for amba:P; we usethis whenever convenient.Thecapabilityamba canin principle
bepassedin amessage.Weallow thismorebecauseit is syntacticallyconvenientthan
becausewe expectprocessesto actuallydo it. Our main resultsdo not fully support
programsthatusethispossibility.

Thespecialcapability“ ² ” is not supposedto befoundin the initial term. It signi-
�es a substitutionresultthat would otherwisebe syntacticallyinvalid. For example,
the term hin ci | (b):in a:open b:0 reducesto in a:² :0 insteadof the (hypothetical)
“ in a:open(in c):0”. Traditionalambientcalculusaccountsusuallyleavesuchacom-
municationresult unde�ned, implicitly understandingthat the systemwould crash
eitherat thecommunicationtime or whentheill-formed capabilityexecutesafter the
in a capabilityhas�red. PolyA supportsbothviews, accordingto how oneinterprets
² . In eithercase,it is technicallyconvenientto reify thefailureasaspecialterm.

The symbol² doesnot have any reductionrulesassociatedwith it. As far asour
theoryis concernedit just sitsthere.Likewise,thereareno reductionrulesfor place-
holdercapabilitiesof theform “a”. In applications,onemayor maynot wantto treat
it asanerrorif suchacapabilityshowsup in aplacewhereit wantsto beexecuted.A
PolyA typeconservatively approximateswhetheroneof thesecapabilitiesmayoccur,
but thetypesystemusermustdecidewhatto do if thishappens.



Syntax:
Names: a;b ::= a j b j c j ¢¢¢
Opcodes: O ::= in j out j openj amb
Capabilities: C ::= a j Oa j ²
Messages: M;N ::= C j M:N j e
Pre�xes: p ::= M j h~Mi j (~a)
Processes:P;Q;R ::= p:P j ! P j (P| Q) j 0

Seemaintext for furthersyntacticrestrictions(scoping).

Processequivalence:

P| Q ´ Q| P P| (Q| R) ´ (P| Q) | R 0| P ´ P ! P ´ P| ! P

!0 ´ 0 (M:N):P ´ M:(N:P) e:P ´ P P ´ P

P ´ Q
p:P ´ p:Q

P ´ Q
P| R´ Q| R

P ´ Q
! P ´ ! Q

Q ´ P
P ´ Q

P ´ Q Q ´ R
P ´ R

Substitution:
A term substitution S is a (total) function from namesto messagessuchthat
S(a) 6= a for only �nitely many a's. We oftennotateit S= [a1 7! M1; : : : ;ak 7!
Mk], understandingimplicitly thatS(a) = a whena is notoneof theai 's. Shorter
notationsare[ai 7! Mi ]1· i· k or [a 7! Ma]a2A.

For messages: S(M:N) = (SM):(SN) Se= e
Sa = S(a) S² = ²

S(Oa) =
n

OS(a) if S(a) is aname
² otherwise

For otherpre�xes: ShM1; : : : ;Mki = hSM1; : : : ;SMki

S(a1; : : : ;ak) =
n

(a1; : : : ;ak) if S(ai) = ai for all i
² otherwise

For terms: S(p:P) = (Sp):(SP) S(! P) = ! (SP)
S(P| Q) = (SP) | (SQ) S0 = 0

Reduction rules:

a[ in b:P| Q] | b[ R] ,! b[ a[ P| Q] | R]

b[ a[ out b:P| Q] | R] ,! a[ P| Q] | b[ R] a[ P] | opena:Q ,! P| Q

hM1; : : : ;Mni :P| (a1; : : : ;an):Q ,! P| [ai 7! Mi ]1· i· nQ

P ,! Q
a[ P] ,! a[ Q]

P ,! Q
P| R,! Q| R

P ´ P0 P0,! Q0 Q0´ Q
P ,! Q

Figure2. Syntaxandsemanticsof theambientcalculus

Convention 1 A termP is well formediff its freenamesaredistinctfromthenames
boundbyany“ (~a)” within thetermandit doesnotcontainanynestedbindingsof the
samename. Weconsideronlywell formedterms.

Conv. 1 doesnot limit expressiveness.Any program(term) in a moreconventional
ambientcalculusformulation that allows a-conversionhasa well formeda-variant
whichcanbeusedin our typesystem.

The conventionensuresthat our reductionruleswill never performa substitution
wherethereis a risk of namecaptureby (~a) bindings. Reductionspreserve well-
formedness,becauseit is syntacticallyimpossiblefor a substitutionto inject a (~a)
within the body of another(~a). (This is in contrastto the l -calculus,wheresubsti-



tutions routinely insert l -abstractionsinto other abstractions).Becauseof this, we
do not needto recognisea-equivalencefor (~a):P. This is a signi�cant technicalsim-
pli�cation, becausefor many purposeswe cantreat(~a) asany otheraction,without
needingspecialmachineryfor a-equivalenceof theboundnames.

Fig. 2 containsno provisionsfor avoiding namecapturein S(~a) — this is handled
by Convention1. The² possibilityfor S(~a) is neversupposedto beused;substitutions
leadingto it will notariseby our rules.

3 Shapepredicates
Thefollowing pseudo-grammarde�nesthe(abstract)syntaxof our typesystem:

Messagetypes: µ ::= { C1;C2;¢¢¢;Ck}* (Ci 's all different;k ¸ 1)
j <C1:C2:¢¢¢:Ck> (Ci 's all different;k ¸ 0)
j { a}

Pre�x types: p ::= C
¯
¯ (~a)

¯
¯ h~µi

Shapepredicates:s ::= (p1:s1 | ¢¢¢| pk:sk) (k ¸ 1)
j 0

Definition 2 (matching of shape predica tes) Theserules de�ne the rela-
tions` M : µ, ` p : p, and` P : s:

M 62a M:0 ´ C0
1:¢¢¢:C0

n:0 f C0
1; :::;C0

ng µ f C1; :::;Ckg
` M : { C1; : : : ;Ck}*

KleeneStar

M 62a M:0 ´ C1:¢¢¢:Ck:0
` M : <C1:¢¢¢:Ck>

Sequenced
` a : { a}

Name

` C : C
Cap

` (~a) : (~a)
Recv

` M1 : µ1 ¢¢¢ ` Mk : µk

` hM1; : : : ;Mki : hµ1; : : : ;µki
Send

` p : p ` P : s
` p:P : (¢¢¢| p:s | ¢¢¢)

Pfx
` M:(N:P) : s
` (M:N):P : s

Seq
` P : s

` e:P : s
Nop

` P : s ` Q : s
` P| Q : s

Par
` 0 : s

Null
` P : s
` ! P : s

Bang

The side conditionsM 62 a and M:0 ´ C1:¢¢¢:Ck:0 on rules KleeneStar and Se-
quencedamountto specifyingthat thesetwo forms of messagetypesare matched
moduloassociativity of “ :” andneutralityof “e” — with theexceptionthatmessages
thatareraw names(i.e.,“a” asopposedto “a:e” or “ in a”) arehandledspecially. They
arematchedonly by themessagetype{ a} .

Our languageof messagetypesis ratherrestricted,but it hasbeencarefully con-
structedto allow the proofsto work — in particular, for principal typesto exist, we
needto ensurethateachmessagetypehasonly �nitely many subtypes.

Theorem 3 If P ´ Q then` P : s , ` Q : s for all s .

Definition 4 Themeaningof a shapepredicate(message type, pre�x type)is the
setof terms(messages,pre�xes) thatmatch it:

[[µ]] = f M j ` M : µg [[p]] = f p j ` p : pg [[s]] = f P j ` P : s g

Definition 5 De�ne thefollowingcontainmentrelations:

µ · µ0 ( ) [[µ]] µ [[µ0]] p · p0 ( ) [[p]] µ [[p0]] s · s0 ( ) [[s ]] µ [[s0]]

Eachof thethreecontainmentrelationsis apreorder(transitiveandre�exive). Con-
tainmentof shapepredicatesis not antisymmetric,however. For example,theshape
predicatesamba:ambb:0 andamba:ambb:0| amba:0 havethesamemeaning,but it
wouldbetechnicallyinconvenient(andnotgiveany realbene�t) to insistonequating
shapepredicateswith equalmeanings.



3.1 Recursiveshapepredicates
Ourstrategy in analysingatermis to look for ashapepredicatedescribingall of its

possiblecomputationalfutures.Becausemany termscancreatearbitrarily deepnest-
ingsof ambients(e.g.,!a[! in a:0] ), the�nite treeswehaveusedfor shapepredicates
sofar arenot up to thetask1. We needin�nite shapepredicates.We should,however,
restrictourselves to in�nite shapepredicateswith �nite representations— in other
words,regulartrees.

Thereareseveralregulartreerepresentationsthatwe couldhave used.We believe
it is technicallymostconvenient(andintuitive) to view regulartreesasgraphs. There-
fore,we retroactively replacetheabstractsyntaxfor shapepredicateswith:

Nodeidenti�ers: X;Y;Z ::= X1
¯
¯ X2

¯
¯ X3

¯
¯ ¢¢¢

Edges: e ::= X p! Y
Shapegraphs: G 2 P�n ( e )
Shapepredicates: s ::= hX j Gi

A shapepredicateis now ashapegraphtogetherwith apointerto adistinguishedroot
node.Theversionof thePfx rule thatworkswith thisnotationis

` p : p X p! Y 2 G ` P : hY j Gi
` p:P : hX j Gi

Pfx

Thm.3 is still truewith this formulation,becauseit wasprovenby inductionon term
equivalenceratherthanshape-predicatestructure.

In general,de�ning somepropertyfor shapegraphsimplicitly de�nes it for shape
predicates:TheshapepredicatehX j Gi hasthepropertyiff G has.

This graph-basedformulationis the basisfor our formal development.However,
even thoughgraphsare an intuitive way of thinking about regularly in�nite shape
predicates,they are lessconvenientfor writing downshapepredicates,at leastin a
human-friendlyform. Figure 3 de�nes a more tree-like textual notationfor shape
graphsfor usein examples.

Pr oposition 6 Therelationsof Defn.2 are effectively(and ef�ciently) decidable
whenshapepredicatesaregivenasgraphs.

Definition 7 Two shapegraphsG1 and G2 are equivalent, written G1 ¼ G2, iff
[[hX j G1i ]] = [[hX j G2i ]] for all X.

3.2 Effectivecharacterisationof containment
Definition 8 LetRbea relationbetweenshapepredicates.Ris a shapesimulation
iff hX j Gi RhX0j G0i andX p! Y 2 G imply that there is p0¸ p andY0such thatX0 p0

!
Y02 G0andhY j Gi RhY0j G0i .

Theorem 9 Shapecontainment· is thelargestshapesimulation;it is theunionof
all shapesimulations.

Thus,to prove thats · s0 it is suf�cient to �nd ashapesimulationRsuchthats Rs 0.
Thisstrategy leadsdirectly to:

Pr oposition 10 Therelation hX j Gi · hX0j G0i can be decidedeffectively(actu-
ally, in polynomialtime).

It is worthnoticingthatshapesimulationstreat(~a) just likeany otherpre�x type.Thus
· treatsthe“result” typecovariantly(like [24]), whereastheinput positionin PolyA
is a list of namesandthusessentiallyinvariant.

1Thishappensevenfor terminatingtermssuchasb[ in a:0] | a[ openb:0] , becauseshapepredicatescannot
distinguishthemfrom !b[! in a:0] | !a[ open b:0] . Thus,nearlyevery nontrivial useof open will need
recursives 's. As alreadyobservedby Cardelliet al. [6], open oftencomplicatesanalysissigni�cantly.



This is thesyntaxof shapeexpressions:

Shapeexpressions:V ::= U j X j letrecX1 = U1; : : : ;Xn = Un in Xi
Shapesummands:U ::= 0 j (U | U) j p j (p1| ¢¢¢| pn):V j (X)

As additionalsyntacticsugar, letrec ¢¢¢in U standsfor letrec ¢¢¢;X = U in X
whereX is fresh.p:V standsfor (p):V, anda[ V] standsfor (amba):V.

To convert a shapeexpressionto a graph-shapedshapepredicate,�rst replace
eachU of theform (X) with theright-handsideof theinnermostin-scopeletrec
binding for X. It is an error if no suchbinding exist, of if the unfolding does
not terminate.(V's of theform X arenot touchedat this stage).Thena-rename
theentireshapeexpressionsuchthatnoX is boundby two differentletrec's,and
applythefunction(¢)¤ de�ned by:

V¤ is ashapepredicate:

U¤ = hX jU¤
X i whereX is fresh

X¤ = hX j ? i
(letrecX1 = U1; : : : ;Xn = Un in Xi)¤ = hXi jU1

¤
X1

[ ¢¢¢[ Un
¤
Xn

i

U¤
X is ashapegraph:

0¤
X = ?

(U1 | U2)¤
X = (U1)¤

X [ (U2)¤
X

p¤
X = f X p! Xg

((p1| ¢¢¢| pn):V)¤
X = f X pi! X0j 1 · i · ng[ G

wherehX0j Gi = V¤

Notethattheparenthesesin U ::= (X) areimportant;they distinguishbetween“p:X”, which saysto
insertanedgegoingto nodeX itself, and“p:(X)”, which saysto insertanedgeto a freshnodethat
happensto behave like X. This canmake a differencefor whethertheshapegraphsatis�escertain
criteriathatwe'll de�ne later.

Figure3. Shapeexpressions:a tree-likenotationfor recursiveshapepredicates

3.3 Typesubstitutions
Definition 11 A typesubstitutionT is a function from namesto message types
such that T (a) 6= { a} for only �nitely manya's. Like termsubstitutions,typesubsti-
tutionsmaybewrittenas[a1 7! µ1; : : : ;ak 7! µk] or [a 7! µa]a2A.

A typesubstitutioncanbeappliedto capabilities,messagetypes,shapegraphs,and
shapepredicatesasfollows:

Typesubstitution for capabilities: TC is amessagetype,notacapability.

T a = T (a) T (Oa) =
n

<Ob> if T (a) = { b}
<² > otherwise

T ² = <² >

Substitution for messagetypes: T µ is amessagetypegivenby:

To computeT { C1; : : : ;Ck}* , let µi = TCi for 1 · i · k. If µi = <> for all i, thenthe
result is also<>. Otherwise,the result is { C0

1; : : : ;C0
n}* , wheretheC0

js areall
capabilitiesthatoccurin any of theµi 's,with duplicatesremoved(andin some
canonicalorder).

To computeT <C1:¢¢¢:Ck>, let µi = TCi for 1 · i · k. If any µi hastheform { ¢¢¢}* ,
or if any C appearsin morethanoneµi , thentheresultis thesameastheresult
of T { C1; : : : ;Ck}* . Otherwise,eachµi hastheform <¢¢¢>. Concatenateall of
thecapabilitylists (in theorderof thei's) andreturn<theconcatenatedlist>.

Finally, T { a} is simplyT (a).



Substitution for shapegraphs: T G is ashapegraph.To constructT G, �rst construct
an intermediategraphGe which cancontainspecialnull edgeswritten X e! Y. Ge
containscontributionsfrom eachedgeY1

p! Y2 2 G:
1 Whenp = a andT (a) = { C1; : : : ;Ck}* , choosea freshnodeZ, andaddto Ge

thefollowing edges:

Y1
e! Z C1! Z C2! ¢¢¢Ck! Z e! Y2

2 Whenp = a andT (a) = <C1:¢¢¢:Ck>, choosefreshnodesZ0 throughZk, and
addto Ge theedges

Y1
e! Z0

C1! Z1
C2! ¢¢¢Zk

e! Y2

3 Whenp = a andT (a) = { b} , addto Ge theedgeY1
b! Y2.

4 Whenp = Oa, T (Oa) will alwayshave the form <C0>. Add to Ge the edge
Y1

C0
! Y2.

5 Whenp = (a1; : : : ;ak), checkthatT ai = { ai} for all i, andthenaddthe edge
Y1

p! Y2 to Ge. Otherwise,addY1
²! Y2.

6 Whenp = hµ1; : : : ;µki , addto Ge theedgeY1
hTµ1;:::;Tµl i! Y2.

Now setT G = f Xk
p! Y j (Xk

e! Xk¡ 1
e! ¢¢¢ e! X0

p! Y) 2 Ge;k ¸ 0g.

Substitution for shapepredicates:T s is ashapepredicategivenby:

T hX j Gi = hX j T Gi

Definition 12 Extendmatching of message typespointwiseto typesubstitutions:
` S : T iff ` S(a) : T (a) for all a.

Theorem 13 Givenanys andT , let P= f SPj ` P : s ^ ` S: T g. ThenPµ [[T s]].

4 Shapepredicatesastypes

4.1 Closedshapepredicates
Definition 14 Theshapepredicates issemanticallyclosediff itsmeaningisclosed
underreduction,i.e., if ` P : s andP ,! Q imply ` Q : s.

This de�nition is intuitively appealing,but it is not immediatelyclearhow to decide
it. However, wehave local rulesthatimply semanticclosure:

Definition 15 TheshapegraphG is locally closedat X0 iff
1 f (X0

amb a! X); (X in b! Y); (X0
amb b! Z)g µ G

) 9X0: Z amb a! X02 G ^ hX j Gi · hX0j Gi ^ hY j Gi · hX0j Gi ,

2 f (X0
amb a! X); (X amb b! Y); (Y out a! Z)g µ G

) 9Y0: X0
amb b! Y02 G ^ hY j Gi · hY0j Gi ^ hZj Gi · hY0j Gi ,

3 f (X0
amb a! X); (X0

opena! Y)g µ G
) hX j Gi · hX0 j Gi ^ hY j Gi · hX0 j Gi , and

4 f (X0
hµ1;:::;µki! Y); (X0

(a1;:::;ak)! Z)g µ G
) hY j Gi · hX0 j Gi ^ [ai 7! µi ]1· i· khZj Gi · hX0 j Gi .

Theserulescanalsobeexpressedin diagramform:

X0 X0 X0 X0

Z X X Y0 X Y

X0 Y Y Z [ai 7! µi ]1· i· kZ Z Y

am
b

a

in
b

am
b

b

am
b

a

·

·

am
b

a

am
b

b

out a

am
b

b

· ·

am
b

a

opena· · hµ
1 ;:::;µ

k i(a
1
;::

:;a
k
)

·

·



Definition 16 Lets = hX j Gi bea shapepredicate. Theactivenodesin s, written
active(s), is theleastsetof nodenamessuch that

active(s) = f Xg[ f Z j 9Y 2 active(s) : 9a : Y amb a! Z 2 Gg:

Definition 17 TheshapepredicatehX j Gi is syntacticallyclosediff G is locally
closedat everyX 2 active(hX j Gi ).

Definition 18 TheshapegraphG is trim iff

X p! Y 2 G ^ X p0
! Z 2 G ^ p · p0 ^ hY j Gi · hZj Gi =) Y = Z:

Thus a trim graphis one whereno edgescan be taken away without changingits
meaning.Trimnessis notasigni�cant restriction:

Lemma 19 EveryshapegraphG hasa trim equivalentsubgraph: For anyG there
existsa trim G0µ G such thatG ¼ G0.

Definition 20 TheshapegraphG is discreteiff bothof thesehold:
1 For each capabilityC that is notamba for somea,wheneverG containsa chain

X0
C! X1

C! ¢¢¢C! Xk of edgesall decoratedwith C andanytwo of theXi 's are
identical,thenX0 = X1 = ¢¢¢= Xk.

2 G doesnot containanymessage typeof theshape{ C1; : : : ;Ck}* such that one
of theCi 's is amba.

Theorem 21 Lets bea shapepredicate.
1 If s is syntacticallyclosed,thenit is semanticallyclosed.
2 If s is trim anddiscrete, thenthereverseimplicationalsoholds: s is syntacti-

cally closedif andonly if it is semanticallyclosed.

The conditionsin Thm. 21(2) arenecessary. A shapepredicatethat is semantically
closedbut neitherdiscretenorsyntacticallyclosedis

letrecX = ((a):a:a:c:0| h{b }* i :0 | b:b:X | c:0) in X:

Onethatis semanticallyclosedbut neithertrim norsyntacticallyclosedis

a[ in b:0] | b[a[ in b:0]] | b[0] :

4.2 Types
Definition 22 A typet is a syntacticallyclosedshapepredicate. Givena typet ,
thetermP hastypet iff ` P : t .

This notion of typeshasthe basicpropertiesexpectedof any type system:It enjoys
subjectreduction(Thm.21(1)),it canbeeffectively decidedwhetheragiventermhas
agiventype(Prop.6),andtypescanbedistinguishedfrom non-types(usingProp.10).

Givenanalgorithmto computeprecisetypes(suchastheonewe presentin [15]),
onecanapproximatevariouspropertiesof a term'scomputationalbehaviour:

If P hasthetypes = hX j Gi andG containsnoedgeY ²! Z with Y 2 active(s),
thenexecutingP will neverexecuteamalformedsubstitutionresultsuchas[a7!
M:N](in a).
If P hasthe typehX j Gi andG containsno edgeY ²! Z, thenexecutingP will
never createamalformedsubstitutionresult.
Any security policy canbecheckedif it canbestatedasaconditiononcon�g-
urationsthatmustnot arise. For example,thepolicy “no ambienta mustever
directly containan ambientnamedb” is satis�ed by P if it hasa type hX j Gi
suchthatG doesnot containasequenceX1

amb a! X2
amb b! X3.



Pr oposition 23 EverytermP hasa type(althoughthetypemaycontain² andthus
notprovethat theterm“cannot gowrong”).

Our notionof typesis very expressive — it allowsa very �ne-grainedapproxima-
tion to importantquestions.However, it is not known whetherprincipaltypesalways
exist; we have neitherprovednor disprovedthis. Thus,we now de�ne a syntactically
restrictedtypesystemfor whichwedoprove thatprincipaltypesexist.

4.3 Modest types;existenceof principal types
Definition 24 De�ne the relation = (· ) on pre�x typesas the least equivalence
relationthat contains· .

Definition 25 De�ne thestrati�cation functionSby

S((~a)) = S(h~µi ) = 3 S(amba) = 2 S(C) = 1 whenC 6= amba

Definition 26 Theshapegraph G is modestiff for each p, oneof the following
conditionshold:

1 Finite depth. There is a numbernp such that whenever G containsa chain
X0

p1! X1
p2! ¢¢¢ pk! Xk with everyS(pi) · S(p), there are at mostnp different

i' s such thatpi = (· ) p.

2 Monomorphicrecursion.WheneverG containsa chainX0
p1! X1

p2! ¢¢¢pk! Xk
with everyS(pi) · S(p) andp1 = (· ) p = (· ) pk, thenX1 = Xk.

Modestyis arathertechnicalconcept;indeedit hasbeendesignedspeci�cally to allow
Theorem27below to hold. Herearesomecommentsthatmayhelpgettinganintuition
aboutwhatmodestymeans.Thebasicideais to restrictcyclessothat they cannotbe
arbitrarily long without mentioningarbitrarily many differentcapabilities. A graph
withoutany cycleswill alwaysbemodest,becauseit satis�es�nite depthfor all p.

However, asremarkedin Sect.3.1,acyclic shapepredicatesarenotenoughto type
all interestingterms.Wethereforeallow cycles,aslongasthey satisfy“monomorphic
recursion”.This conditionsaysthat if we needcyclescontainingsomepre�x — say,
the ambientboundaryamba — thentwo nestedambientsof that namemustmatch
thesamenodein thegraph.This meansthata[ (b):in b:0 | a[ hei :0 | in a:0]] cannot
betypedwith a ² -freemodesttype,becausethemonomorphicrecursionrequirement
forcesthetypeinsidethetwo a ambientsto bethesamenodein thegraph.Therefore
thetypesystemwrongly thinksthathei maycommunicatewith (b):in b:0.

The strati�cation function S easesthe modestyrequirements.It saysthat a cycle
only “countsasacycle” for thepre�x typein it at thehigheststratum.Thusthechain
X1

out a! X2
amb b! X3

out a! X4 doesnot violate monomorphicrecursionfor out a.
Becauseambientboundariesarein theirown stratum,therecanbelocalX C! X edges
within eachambientwithout forcingall nodesin thegraphto collapse.

It is alwayspossibleto satisfy�nite depthfor stratum-3pre�x types,becausenone
of the reductionrules increasethe nestingdepthof communicationactions. There-
fore,oneneedsonly considershapegraphsconsistingof clustersof capability-marked
edges,linkedtogetherby stratum-3edgesin a tree.

The�e xibility offeredby strati�cation is restrictedbecauseonemustchooseglob-
ally between�nite depthandmonomorphicrecursionfor eachp, ratherthanin each
isolatedclusterof stratum-n-and-lower edges.This restrictionis not intuitive, but is
neededfor technicalreasonsin theproof.

While it is easyto constructtermswherenon-modesttypesallow a moreprecise
analysis,they donotseemto correspondto naturalprogrammingstyles.Weconjecture
that restrictionof expressive power entailedby requiringmodestydoesnot seriously
impedePolyA's ability to analysereal-world softwaredesigns.

Allowing only modestanddiscretetypesyieldsprincipal typings (de�ned in [23]):



Theorem 27 For everytermP which hasat leastonemodestdiscretetype, there is
a modestdiscretetypet that is minimalamongP'smodestdiscretetypes.

The proof of Theorem27 is non-constructive anddoesnot point to an effective
procedurefor �nding a principal type. In [15] we have de�ned (andimplemented)a
practicaltype inferencealgorithmfor a yet morerestrictedversionof PolyA, but its
principalitypropertiesarenotyetwell understood.

Requiringdiscretenessof typeslosesProp.23: Thereexist termshaving nodiscrete
type. However, all terms(without namerestriction)of the original ambientcalculus
have types:

Pr oposition 28 AnytermP that doesnot containamba insideh~Mi hasa modest
discretetype, andsoalsoa principal such.

5 Extendedand modi�ed ambient calculi
Our framework is strongenoughto handlemany ambientcalculusvariantswith

different reductionrules. In most cases,PolyA can be extendedto deal with such
variationsimply by adjustingDefn. 15 with conditionssystematicallyderived from
thechangedor new reductionrules. If this is donecorrectlyandthenew or changed
rulesarestraightforwardrewriting steps,thenit is simpleto constructnew casesfor the
proofof Thm.21. Therestof our theorywill thencarrythroughunchanged,including
theexistenceof principaltypes.

We illustratethisprinciplewith examplesof suchextensions.

BoxedAmbients [4] removestheopencapability;insteadprocessescancommunicate
acrossambientboundarieswith directionalcommunicationactions:

Pre�xes: p ::= M
¯
¯ h~Mi "

¯
¯ h~Mi ?

¯
¯ h~Mi #a

¯
¯ (~a)"

¯
¯ (~a)?

¯
¯ (~a)#a

Therearecorrespondingreductionrulessuchas:

h~Mi #b:P| b[ Q| (~a)?:R] ,! P| b[ Q| [ai 7! Mi ]iR]

Our pre�x typesyntaxis easilyextendedto includethenew actions.Thenew reduc-
tion rulescanbeusedto derive local closureconditionssuchas:

f (X0
hµ1;:::;µki #b

! X); (X0
amb b! Y); (Y (a1;:::;ak)?

! Z)g µ G
) hX j Gi · hX0 j Gi ^ [ai 7! µi ]1· i· khZj Gi · hY j Gi

SafeAmbients [13] introducesco-capabilities(alsoaddedto BA by [5]), whereboth
interactionpartiesmustpresenta capability. This canimprove analysisprecisionand
avoid unwantedbehaviours.Thereductionrulesareamendedto requirethis,e.g.:

a[ opena:P| Q] | opena:R,! P| Q| R

It is straightforward to extendPolyA to systemswith co-capabilities.For example,
condition3 of Defn.15wouldbereplacedby:

f (X0
amb a! X); (X0

opena! Y); (X opena! Z)g µ G
) hX j Gi · hX0 j Gi ^ hY j Gi · hX0 j Gi ^ hZj Gi · hX0 j Gi .

The M3 calculus[11] introducesa new methodof inter-ambientcommunication;a
new capabilityto canmove aprocessinto aneighbourambient:

a[ P| to b:Q] | b[ R] ,! a[ P] | b[ Q| R]

This, too, is easilyexpressedasaclosurecondition:

f (X0
amb b! X); (X0

amb a! Y); (Y to b! Z)g µ G
) hZj Gi · hX j Gi
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